
 
 
 
 
 

 

INTERNAL 

Privacy Policy 
  
L&T Finance Limited (formerly known as L&T Finance Holdings Limited) is committed to protecting 

the privacy and security of our customers’ Data (defined hereinafter). The terms "We", "Our", "Us", 

"Company" or "L&T Finance” refer to L&T Finance Limited and the terms "You", "Your", "User" or 

"Customer" refer to you, as a user of L&T Finance. This privacy policy (the "Privacy Policy" / 

"Policy") outlines how we collect, use, disclose, and protect your Data when you (i) use the website of 

the Company hosted at www.ltfinance.com, (ii) avail the Services (defined hereinafter), (iii) use the 

mobile application of L&T Finance – Planet App (“PlanetApp”) through any platform of the Company 

(collectively referred to as “Platform”).  

By sharing your Data with us, you consent that you have read, understood, and agree to be bound by 

this Privacy Policy and the applicable service/product terms and conditions. If you do not agree with 

this Privacy Policy, kindly refrain from (i) sharing your Data and/or using or accessing the Platform 

and (ii) providing consent for using/ collecting the Data. 

We adopt reasonable safeguards to protect your Data from unauthorized access, use and disclosure. We 

strive to protect the Data from unauthorized use, however, we cannot guarantee complete security of all 

information transmitted to us due to the inherent vulnerabilities of the internet.  

 

1. Definitions 

a. The term “Data” shall be as defined under Paragraph 2. 

b. The term “Digital Lending Product” is a remote and automated lending solution that uses seamless 

digital technologies for customer acquisition, credit assessment, loan approval, disbursement, 

recovery, and related customer service.  

c. The term "Personal Data" means any data about an individual who is identifiable by or in relation to 

such data.  

d. The term “Process” shall mean in relation to personal data, means a wholly or partly automated 

operation or set of operations performed on digital personal data, and includes operations such as 

collection, recording, organisation, structuring, storage, adaptation, retrieval, use, alignment or 

combination, indexing, sharing, disclosure by transmission, dissemination or otherwise making 

available, restriction, erasure or destruction. 

e. The term "Services" means any lending and non-lending service(s) that are provided by the 

Company to its customers and/or users.  

 

2. Information We Collect 

We along with our service providers collect various types of Data to provide you with our Services, 

while ensuring compliance with legal and regulatory requirements.  

Data shall mean and include: 

a. Personal Data 

b. Contact Information: Name, age, gender, photo, address, phone number, e-mail id, your contacts, 

nominee details. 

c. Identification and KYC Related Information: PAN, Aadhaar number / Virtual ID for the purposes 

of e-KYC authentication with the Unique Identification Authority of India (UIDAI), images, audios, 
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videos and content recorded during such video call which shall be used for the purposes of credit 

appraisal.1  

d. Financial Information: Bank account details, income details, credit history, your business-related 

information, OTP sent to you by your bank, NSDL or the Company. 

e. Transaction and Payment Information: Details of transactions contained in the SMS, and details 

about payments to and from you and other details of products and services.*  

*Please note that we only collect details of transactions contained in SMSs. We do not collect, read, 

or store any personal SMSs. By consenting to provide us with the transactional SMS data, you 

release, acquit, and waive any and all claims against L&T Finance that arise from or relate to such 

SMS transactional data. 

**With regard to a Digital Lending Product, we shall not access mobile phone resources like file 

and media, contact list, call logs, telephony functions. 

f. Usage and Technical Information: Your device details such as device identifier, internet bandwidth, 

browser type, operating system, mobile device model, browser plug-ins, and cookies or similar 

technologies that may identify your browser and plug-ins, and time spent, internet protocol (IP) 

address and location, login e-mail address and password. 

With regard to a Digital Lending Product, we shall not access location on a continuing basis. 

g. Digital Interactions 

h. Satellite Data 

i. Application Data 

j. Credit history information from credit bureaus, which shall be used to prevent and detect fraud and 

to offer certain credit or financial services to some customers. 

k. Your demographic and photo information including but not limited to Aadhaar number, address, 

gender, and date of birth as a response received from UIDAI upon successful Aadhaar e-KYC. 

l. Your information as obtained from email service providers, publicly available databases, joint 

marketing partners or other third parties as appropriate. 

m. Any other additional information with your explicit consent. 

 
3. Purpose and Use of Data 

L&T Finance may Process your Data for the following purposes: 

• To create your account and verify your identity; 

• To fulfil your requests for products and services offered and subscribed and accepted by you; 

• To deliver to you any administrative notices, alerts, advice and communications relevant to your use 

of the Service; 

• For assessing the borrower’s financial eligibility and to undertake credit assessment; 

• To share your Data with any third party2 in so far as required for purpose of providing additional 

Services and / or to similar Services to provide you with various value-added Services; 

• To share with credit bureaus (e.g., CIBIL, Experian, CRIF, Equifax) for credit scoring and reporting; 

• For market research, project planning, troubleshooting problems, technical support and fixing bugs;  

• To carry out credit checks or due diligence checks as lawfully required by us to detect and protect 

against error, fraud or other criminal activity; 

• To verify your identity and address details and to find branches nearest to you; 

• To enable secure downloads and uploads of documents related to loan, “Know Your Customer” 

(KYC); 

 
1 Note that submission of Aadhaar information is not mandatory and you may submit other Officially Valid 

Documents (e.g., Voter ID, Driving Licence, etc). 
2 List of third parties can be accessed on www.ltfinance.com as amended from time to time. 

http://www.ltfinance.com/
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• To conduct the KYC compliance process as a mandatory prerequisite as per the requirements of 

various regulatory bodies, including UIDAI under the Aadhaar Act and its Regulations; 

• To validate, Process and/or share your KYC information, nominee details with other intermediaries, 

Regulated Entities (REs) or AMCs or financial institutions or with any other service providers as 

may be required; 

• To manage phone calls and SMS/texts, to send reminders, etc.; 

• To analyse your financial position/credit risk assessment; 

• For ongoing monitoring of my creditworthiness, assessment of repayment behaviour including 

collection efforts and identifying financial behavioural indicators during the tenure of the loan; 

• For KYC requirements like verification or authentication (any nature); 

• For the purposes of data enrichment, to make personalized offers of products and services, credit 

rating, promotion or marketing of Company’s product or its group companies or third party; 

• To provide information regarding insurance products, third-party products services, and related 

assistance;  

• For taking policy actions and segment/portfolio level decisions; and 

• To undertake activities as may be permitted under law/regulations/directions/guidelines or by any 

authority or under any license or registration of the Company. 

The Data so collected shall be used only for the Purpose, or for such other purposes expressly consented 

by you.  

 

4. App Permissions 

If the User accesses the Planet App available on Google Play Store and/or App Store, on their mobile 

phones, L&T Finance may require certain device permissions to provide the User certain functionalities 

within the Planet App application in accordance with prevailing laws and regulations. 

Planet App collects, Processes and retains the device permissions mentioned below: 

Sr. 

No. 
Permission Description 

Permission 

Availability 
Purpose 

1.  Location Allows Planet App to 

access your location 

Android and 

iOS 

To verify address details and 

find nearest branches. 

2.  Calendar Grants access to your 

calendar 

To provide timely reminders 

on your upcoming payments. 

3.  Applications Allows Planet App to 

access the type of 

applications on your 

mobile 

To perform credit risk 

assessment and offer 

customized products / 

services. 

4.  SMS Collect transactional 

SMS data* 

*Please note that we 

only collect details of 

transactions 

contained in SMSs. 

We do not collect, 

read, or store any 

personal SMSs. 

 

Android 

To assess creditworthiness 

and perform credit profiling, 

for personalized offers to you.  

For a Digital Lending 

Product, we shall not access 

mobile phone resources like 

file and media, contact list, 

call logs, telephony functions. 

Note: Access to permission can be managed by the user directly via device settings. 
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5. Handling Data with Consent 

By using the Platform and/or our Services and/or by providing your Data, you consent to our use of your 

Data in accordance with this Privacy Policy, as may be amended from time to time. When you disclose 

any Data with respect to other people to us, you represent that you have the authority to do so and permit 

us to use the information in accordance with this Privacy Policy. You also agree and consent to us 

collecting, storing, Processing, transferring, and sharing your Data with third parties or service providers 

for the purposes set out in this Privacy Policy. Further, if you have availed our Services, you agree and 

authorize L&T Finance to communicate with you via channels like phone calls and e-mails for the 

purposes set out in this Policy. 

 

6. Use of Cookies 

Cookies are small text files placed on your device to recognise repeat users, secure sessions, remember 

preferences, analyse usage, improve performance, and, where permitted, deliver personalised or 

advertising content. 

Types of cookies: We use essential cookies (for core functions), performance and analytics cookies (to 

understand visitor behaviour), functionality cookies (to remember settings), and targeting cookies (for 

advertising and campaign measurement). 

Data collected: May include device and browser details, IP address (or parts of it), pages visited, time 

spent, navigation paths, clicks and interactions, and referral or exit sources. 

Third-party cookies: Some cookies are placed by third-party providers (such as analytics or advertising 

platforms) whose data use is governed by their own privacy policies. 

Retention: Cookies may be session-based (expire when you close your browser) or persistent (remain 

for a set period depending on their purpose). 

Your choices: You may manage or disable cookies via browser settings or our cookie-preference tools; 

however, certain site features may not function properly if cookies are restricted. 

 

7. Sharing Your Information 

Your Data is shared as per applicable laws, and in line with the purposes set out in this Privacy Policy. 

We treat your Data as private and confidential and we do not check, edit, or reveal it to any third parties 

except as provided under this Policy or where it is expressly agreed and where it is believed in good faith, 

such actions are necessary to comply with the applicable legal and regulatory processes or to enforce the 

terms of service. Data of the users will not be sold or otherwise transferred to unaffiliated third parties 

unless otherwise stated at the time of collection or without the approval of the user as the case may be. 

However, we might share, exchange and disclose information to our affiliates and / or group companies, 

agents and/or to any third party service providers and/or regulatory bodies and governmental authorities 

to deliver you products/services in the manner agreed by you. 

Data will be shared, as applicable, on need-to-know basis, for the purposes and including but not limited 

to for the following purposes: 
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• for enabling the provision of the products/services availed by you and facilitating the services 

between you and the service provider; 

• for enabling your borrowing journey by sharing information with authorized financial institutions 

and credit bureaus and reporting agencies to assess your creditworthiness and to report on your credit 

status and loan repayment behaviour; 

• to process loan disbursements and repayments; 

• for the Aadhaar authentication process by submitting Aadhaar information to Central Identities Data 

Repository (CIDR) and National Securities Depository Limited (NSDL); 

• for complying with applicable laws as well as meeting the Know Your Customer (KYC) 

requirements as mandated by various regulatory bodies, whose regulated service/product you opt 

through our services/Platforms; 

• for our business operations, including enabling your KYC process, eligibility checks, collection 

services, and storage of such information, as required by our lending partners; 

• if it is required by financial institutions to verify, mitigate, or prevent fraud or to manage risk or 

recover funds in accordance with applicable laws/regulations; 

• for offering additional financial products and services and for services related to communication, 

marketing, data and information storage, transmission, security, data analytics, fraud detection, risk 

assessment and market research; 

• enforce our product/service terms or Privacy Policy; 

• if required to do so by law or in good faith we believe that such disclosure is reasonably necessary 

to respond to subpoenas, court orders, or other legal process; 

• if requested by government authorities for government initiatives and benefits; 

• for grievance redressal and resolution of disputes; and/or 

• in the event of a merger, acquisition, re-organization, amalgamation, restructuring or sale of all or a 

portion of our assets with the acquiring entity or other relevant parties. 

Lending Service Providers (as defined under applicable law) or third parties are also bound by a 

contractual obligation to ensure confidentiality of shared data and to comply with various technology 

standards/ requirements on cybersecurity stipulated by RBI and other authorities, as may be specified 

from time to time. Details of Lending Service Providers (where and as applicable) that are allowed to 

collect Data through the Platforms are as available on www.ltfinance.com. 

While the information is shared with third parties as per purposes set out in this Privacy Policy, 

processing of your Data is governed by the policies of the third parties. We shall ensure stricter or no 

less stringent privacy protection obligations are cast on these third-parties, wherever applicable and to 

the extent possible. However, we do not accept any responsibility or liability for usage of your Data by 

these third parties or their policies. 

It is clarified that any information that is freely available or accessible in public domain or any other 

law for the time being in force shall not be regarded as Data for the purposes of this Privacy Policy. 

 

8. Storage and Retention of Data 

We shall store the Data only in servers located within India. We shall retain your Data as may be required 

to carry out our operations under applicable laws / regulations / licenses or under the consent provided 

by you and only for a period that it is required for the purpose for which it was collected. However, even 

upon revocation of consent, all such Data collected shall be retained so long as you have availed Services 

from us or have an account with us and remain active to avail various services and/or such extended time 

period as may be required under the law or by any authority. In cases where you have not availed any 
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loan or facility from us, we shall continue to store your Data until such time as the consent provided by 

you is withdrawn. In case of deactivation / termination of the account / Services with us, the Data 

provided will no longer be used unless consented for. We may retain Data related to you if we believe it 

may be required to prevent fraud or future abuse or if required by law such as in the event of the pendency 

of any legal/regulatory proceeding or receipt of any legal and/or regulatory direction to that effect or for 

other legitimate purposes. 

We shall delete/destruct the Data in accordance with applicable laws, once it has completed its retention 

period.  

 

9. Security of Data 

We are ISO/IEC 27001:2022 certified and deal mostly with Data of users, and therefore, it becomes 

imperative to protect such information as soon as they are in our network. The ownership of the Data 

lies with our skilled IT Function Team. Below are the security measures taken to prevent misuse of this 

type of information. 

a. We have implemented physical, administrative and technical security measures across the 

organization which are designed to prevent data loss, unauthorized access to Data and misuse, 

disclosure, alteration, damage or destruction of Data. 

b. Data is encrypted at rest using strong encryption algorithms. The keys used for such encryption 

algorithms are stored securely and access to keys are restricted to authorized entities only. 

c. We fully understand that the Data collected from individuals is under our guardianship. Therefore, 

we train our employees on the Privacy Policy as well as information security procedures regarding 

the appropriate access, use, and disclosure of Data. 

d. We also conduct periodic risk assessments on the processes and information systems and audits of 

material third-party vendors dealing with Data of the customer/user. 

e. We also conduct third party audit and assessment on periodic intervals for material vendors. 

f. We have in place an incident response plan with trained personnel to respond to, investigate and 

mitigate the impact of any incident. 

g. We maintain adequate plans for business continuity management, as well as disaster recovery 

processes for testing databases, servers, information systems and processes that handle Data. 

You hereby acknowledge that L&T Finance is not responsible for any intercepted information sent via 

the internet, and you hereby release us from any and all claims arising out of or related to the use of 

intercepted information in any unauthorized manner. 

This Privacy Policy shall be read in conjunction with Company Information Security and Information 

technology policies and procedures, as may be existing and applicable. 

 

10. Third-Party Websites, Products or Services 

Your use of our Platform to access the products and services of our service providers may result in the 

collection of Data by such third party service providers, which is subject to their privacy policies. To 

find out how these third party service providers will handle your Data, you can review their terms of 

service and privacy policy. 

When you visit our Platform, our services may contain links to other websites or applications. We have 

no control over the privacy policies that apply to these websites or applications. The use of any Data you 



 
 
 
 
 

 

INTERNAL 

provide on these websites or applications is governed by the privacy policy of the operator of the 

application or website you are visiting once you leave our servers (you can determine where you are by 

looking up the URL in the location bar on your browser or on the page you are redirected to). Before 

using any applications or websites, you are requested to read through their policies or obtain access to 

them from the domain owner, since their policies may differ from ours. We disclaim all obligation and 

accountability with respect to how these third parties use your Data or their policies. 

 

11. Access and Rectification of Personal Data / Revocation of Consent 

You can access and review your Personal Data shared with us by placing a request with us and as a 

registered L&T Finance User, you can modify some of your Personal Data. In addition, you may at any 

time revoke consent given to us to store your Data by writing to gro@ltfs.com. Upon such revocation, 

you may lose access to services that were availed on the basis of the consent provided. In some cases, 

we may continue to retain your information as per the ‘Storage and Retention’ section of this Privacy 

Policy. To raise any of the above requests, you may write to us using the contact information provided 

under the ‘Contact Us’ section of this Policy. In case you have availed any Services from us, more 

particularly availed a loan from us, we shall continue to store, process and use the Data provided by you 

to us as per this Policy until the termination of the loan and/or additional period as prescribed under 

applicable law.  

In case you wish to delete your account or Data, you may write to gro@ltfs.com. However, retention of 

your Data will be subject to applicable laws and our Privacy Policy. 

For the above requests, L&T Finance may need to authenticate by requesting specific information from 

you to confirm your identity. This is a security measure to ensure that Data is not disclosed to any person 

who does not have a right to receive it or is not incorrectly modified or deleted. 

 

12. Minor’s Privacy 

We do not knowingly solicit or collect Data from children under the age of 18 and use of our Platform 

is available only to persons who can form a legally binding contract under the Indian Contract Act, 1872.  

 

13. Modifications to the Privacy Policy 

L&T Finance reserves the right to modify this Privacy Policy at its discretion from time to time. Any 

amendments shall take effect immediately upon posting the revised Privacy Policy. We advise you to 

periodically review this page for the most recent information on our privacy practices. Your continued 

usage of our Services/Platform shall be deemed to be consent to the Privacy Policy as modified from 

time to time.  

 

14. Applicable Law 

Your use of our Platform will be governed by and construed in accordance with the laws of India. You 

agree that any legal action or proceedings arising out of your use may be brought exclusively in the 

competent courts/ tribunals having jurisdiction in Mumbai, India and irrevocably submit themselves to 

the jurisdiction of courts/ tribunals in Mumbai, India. 
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15. Protecting Personal data of Aadhar Number Holders: 

Subject to obtaining the AUA/KUA license from UIDAI (“the License”), we will be permitted to 

directly use the online database of Aadhar to verify the identity of our customers/borrowers including 

the photograph seamlessly for the purpose of carrying out the KYC of our customers/borrowers before 

onboarding. The provisions governing privacy and protection of personal date of the Aadhar Number 

Holders (Aadhar Holders Personal Data) is detailed under Annexure A of this Policy. It may be noted 

that if any provision(s) of the Policy and Annexure A mean, read or interpreted differently, the provisions 

of Annexure A shall prevail for the purposes of governing the personal data of Aadhar Number Holders. 

The Annexure A shall stand effective from the date of receipt of the License. 

 

16. Complaints and Grievance Redressal 

If you contact us to provide feedback, register a complaint, or ask a question, we will record any Data 

and other content that you provide in your communication so that we can effectively respond to your 

communication. Any complaints or concerns in relation to your Data or content of our Platform or any 

dispute or breach of confidentiality or any proprietary rights of user during use of the Platform or any 

intellectual property of any user should be immediately informed to the Grievance cum Nodal Officer, 

the contact details of whom are specified below: 

Grievance officer 

Mr. Vinod Varadan, 

Grievance Redressal Officer 

L&T Finance Limited (formerly known as L&T Finance Holdings Limited), 

7th Floor, "Brindavan Building", Plot No 177, 

C.S.T Road, Kalina, Santacruz (East), 

Mumbai - 400 098  

Phone: 1800 1020 476 

E-mail: gro@ltfs.com 

 

 
  

mailto:gro@ltfs.com
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Annexure A 

 

The purpose of this Annexure is to provide direction to the responsible personnel within the Company to 

protect the personal data of Aadhar number holders in compliance to the relevant provisions of the Aadhar 

Act, 2016; the Aadhar and Other Laws (Amendment) Act, 2019; the Aadhar (Authentication) Regulations, 

2016; the Aadhar (Data Security) Regulations; the Aadhar (Sharing of Information) Regulations, 2016; and 

the Information Technology Act, 2000, and regulations thereunder. 

(A) Definitions: 

 

The below definition will be in continuation any word defined above, however definitions (a) to (r) are only 

applicable in cases of protection of the personal data of Aadhar number holders. 

 

a) “Aadhar number” means an identification number issued to an individual under sub-section (3) of 

section 3, and includes any alternative virtual identity generated under sub-section (4) of that section. 

b) “Aadhar Data Vault” (ADV) means a separate secure database/vault/system where the entities 

mandatorily store Aadhar numbers and any connected data such that it will be the only place where 

the said data will be stored. 

 

c) "Anonymization" in relation to personal data, means such irreversible process of transforming or 

converting personal data to a form in which an individual cannot be identified, which meets the 

standards of irreversibility. 

 

d) “Authentication” means the process by which the Aadhar number along with demographic 

information or biometric information of an individual is submitted to the Central Identities Data 

Repository for its verification and such Repository verifies the correctness, or the lack thereof, on the 

basis of information available with it. 

 

e) “Authentication Service Agency” or “ASA” shall mean an entity providing necessary infrastructure 

for ensuring secure network connectivity and related services for enabling a requesting entity to 

perform authentication using the authentication facility provided by the Authority. 

f) “Authentication User Agency” or “AUA” means a requesting entity that uses the Yes/ No 

authentication facility provided by the Authority. 

 

g) “Authority” means the Unique Identification Authority of India established under sub-section (1) of 

section 11 of the Aadhar (Targeted Delivery of Financial and other Subsidies, Benefits and Services) 
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Act, 2016. 

 

h) “Biometric information” means photograph, fingerprint, iris scan, or such other biological attributes 

of an individual as may be specified by regulations. 

 

i) “Central Identities Data Repository” (CIDR) means a centralised database in one or more locations 

containing all Aadhar numbers issued to Aadhar number holders along with the corresponding 

demographic information and biometric information of such individuals and other information related 

 

j) “Consent” means 

 

(1) The personal data shall not be processed, except on the consent given by the data principal at the 

commencement of its processing. 

(2) The consent of the data principal shall not be valid, unless such consent is— 

(a) free, having regard to whether it complies with the standard specified under section 14 of 

the Indian Contract Act, 1872; 

(b) informed, having regard to whether the data principal has been provided with the 

information required under section 7; 

(c) specific, having regard to whether the data principal can determine the scope of consent 

in respect of the purpose of processing; 

(d) clear, having regard to whether it is indicated through an affirmative action that is 

meaningful in a given context; and 

(e) capable of being withdrawn, having regard to whether the ease of such withdrawal is 

comparable to the ease with which consent may be given. 

(3) In addition to the provisions contained in sub-section (2), the consent of the data principal in respect 

of processing of any sensitive personal data shall be explicitly obtained— 

(a) after informing him the purpose of, or operation in, processing which is likely to cause 

significant harm to the data principal; 

(b) in clear terms without recourse to inference from conduct in a context; and 

(c) after giving him the choice of separately consenting to the purposes of, operations in, the 

use of different categories of, sensitive personal data relevant to processing. 

(4) The provision of any goods or services or the quality thereof, or the performance of any contract, 

or the enjoyment of any legal right or claim, shall not be made conditional on the consent to the 

processing of any personal data not necessary for that purpose. 

(5) The burden of proof that the consent has been given by the data principal for processing of the 
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personal data under this section shall be on the data fiduciary. 

(6) Where the data principal withdraws his consent from the processing of any personal data without 

any valid reason, all legal consequences for the effects of such withdrawal shall be borne by such 

data principal. 

 

k) “Hardware Security Module (HSM)” means a device that will store the keys used for digital signing 

of Auth XML and decryption of e-KYC response data received from UIDAI. 

 

l) “Identity information” in respect of an individual, includes his Aadhar number, his biometric 

information and his demographic information. 

 

m) “Limited KYC” means the service that does not return Aadhar number and only provides an agency 

specific unique UID Token along with other demographic fields that are shared with the Local AUAs 

depending upon its need. 

 

n) “PID Block” means the Personal Identity Data element which includes necessary demographic and/or 

biometric and/or OTP collected from the Aadhar number holder during authentication. 

 

o) “Personal data” in respect of and for the purpose of protecting personal data of Aadhar Number 

holders shall mean the data relating to a natural person who is directly or indirectly identifiable, having 

regard to any characteristic, trait, attribute or any other feature of the identity of such natural person, 

whether online or offline, or any combination of such features with any other information, and shall 

include any inference drawn from such data for the purpose of profiling; 

 

p) “Personnel” means all the employees, staff and other individuals employed/contracted by the 

requesting entities; 

 

q) "Processing" in relation to personal data, means an operation or set of operations performed on 

personal data, and may include operations such as collection, recording, organisation, structuring, 

storage, adaptation, alteration, retrieval, use, alignment or combination, indexing, disclosure by 

transmission, dissemination or otherwise making available, restriction, erasure or destruction; 

 

r) Resident” means an individual who has resided in India for a period or periods amounting in all to one 

hundred and eighty-two days or more in the twelve months immediately preceding the date of 

application for enrolment. 

 

s) “Sensitive personal data or information” means such personal information which consists of 

information relating to — 

i. password; 

ii. financial information such as Bank account or credit card or debit card or other payment 
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instrument details; 

iii. physical, physiological and mental health condition; 

iv. sexual orientation; 

v. medical records and history; 

vi. Biometric information; 

vii. any detail relating to the above clauses as provided to body corporate for providing service; 

and 

viii. any of the information received under above clauses by body corporate for processing, stored 

or processed under lawful contract or otherwise; 

provided that, any information that is freely available or accessible in public domain or 

furnished under the Right to Information Act, 2005 or any other law for the time being in 

force shall not be regarded as sensitive personal data or information for the purposes of these 

rules and this Policy. 

t) “UID Token” means a 72-character alphanumeric string returned by UIDAI in response to the 

authentication and Limited KYC request. It will be unique for each Aadhar number for a particular 

entity (AUA/Sub-AUA) and will remain same for an Aadhar number for all authentication requests by 

that particular entity. 

 

u) “Virtual ID (VID)” means any alternative virtual identity issued as an alternative to the actual Aadhar 

number of an individual that shall be generated by the Authority in such manner as may be specified 

by regulations. 

 

1) Personal Data collection 

a) Company shall collect the personal data including Aadhar number/Virtual ID, directly from the 

Aadhar number holder for conducting authentication with UIDAI at the time of providing the 

services; 

2) Specific purpose for collection of Personal data 

a) The Identity information including Aadhar number / Virtual ID shall be collected for the purpose 

of authentication of Aadhar number holder to provide lending service 

b) The identity information collected and processed shall only be used pursuant to applicable law and 

as permitted under the Aadhar Act 2016 or its Amendment and Regulations. 

c) The identity information shall not be used beyond the mentioned purpose without consent from the 

Aadhar number holder and even with consent use of such information for other purposes should be 

under the permissible purposes in compliance to the Aadhar Act 2016. 

d) Process shall be implemented to ensure that Identity information is not used beyond the purposes 

mentioned in the notice/consent form provided to the Aadhar number holder. 
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e) Identity information and Personal Data may be collected and processed by the Company to 

undertake activities permitted under the License and applicable laws. 

3) Notice / Disclosure of Information to Aadhar number holder 

a) Aadhar number holder shall be provided relevant information prior to collection of identity 

information/ personal data. These may include, as applicable: 

i. The purpose for which personal data / identity information is being collected; 

ii. The information that shall be returned by UIDAI upon authentication; 

iii. The information that the submission of Aadhar number or the proof of Aadhar is mandatory or 

voluntary for the specified purpose and if mandatory the legal provision mandating it; 

iv. The alternatives to submission of identity information (if applicable); 

v. Details of Section 7 notification (if applicable) by the respective department under the Aadhar 

Act, 2016, which makes submission of Aadhar number as a mandatory or necessary condition 

to receive subsidy, benefit or services where the expenditure is incurred from the Consolidated 

Fund of India or Consolidated Fund of State. Alternate and viable means of identification for 

delivery of the subsidy, benefit or service may be provided if an Aadhar number is not assigned 

to an individual; 

vi. The information that Virtual ID can be used in lieu of Aadhar number at the time of 

Authentication; 

vii. The name and address of the Company collecting and processing the personal data; 

b) Aadhar number holder shall be notified of the authentication either through the e-mail or phone or 

SMS at the time of authentication and the Company shall maintain logs of the same. 

4) Obtaining Consent 

a) Upon notice / disclosure of information to the Aadhar number holder, consent shall be taken in 

writing or in electronic form on the website or mobile application or other appropriate means and 

the Company shall maintain logs of disclosure of information and Aadhar number holder’s consent. 

b) Legal department shall be involved in vetting the method of taking consent and logging of the same, 

and formal approval shall be recorded from the legal department; 

5) Processing of Personal data 

a) The identity information, including Aadhar number, biometric /demographic information collected 

from the Aadhar number holder Company shall only be used for the Aadhar authentication process 

by submitting it to the Central Identities Data Repository (CIDR). 
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b) Aadhar authentication or Aadhar e-KYC shall be used for the specific purposes declared to UIDAI 

and permitted by UIDAI. Such specific purposes shall be notified to the residents / customers / 

Individuals at the time of authentication through disclosure of information notice; 

c) Company shall not use the Identity information including Aadhar number or e-KYC for any other 

purposes than allowed under RBI regulations or laws applicable to NBFC-ICC or as may be 

permitted under License and informed to the resident / customers / individuals at the time of 

Authentication. 

d) For the purpose of e-KYC, the demographic details of the individual received from UIDAI as a 

response shall be used for identification of the individual for the specific purposes of providing the 

specific services for the duration of the services. 

6) Retention of Personal Data 

a) The authentication transaction logs shall be stored for a period of two years subsequent to which the 

logs shall be archived for a period of five years or as per the regulations governing the entity, 

whichever is later and upon expiry of which period, barring the authentication transaction logs 

required to be maintained by a court order or pending dispute, the authentication transaction logs 

shall be deleted; 

7) Sharing of Personal data 

a) Identity information shall not be shared in contravention to the Aadhar Act 2016, its 

Amendment, Regulations and other circulars released by UIDAI from time to time. 

b) Biometric information collected shall not be transmitted over any network without creation of 

encrypted PID block as per Aadhar Act and regulations; 

c) Company shall not require an individual to transmit the Aadhar number over the Internet unless 

such transmission is secure and the Aadhar number is transmitted in encrypted form except 

where transmission is required for correction of errors or redressal of grievances; 

 

8) Data Security 

a) The Aadhar number shall be collected over a secure application, transmitted over a secure channel 

as per specifications of UIDAI and the identity information returned by UIDAI shall be stored 

securely; 

b) The biometric information shall be collected, if applicable, using the registered devices specified 

by UIDAI. These devices encrypt the biometric information at device level and the application 

sends the same over a secure channel to UIDAI for authentication. 

c) OTP information shall be collected in a secure application and encrypted on the client device before 

transmitting it over a secure channel as per UIDAI specifications; 
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d) Aadhar /VID number that are submitted by the resident / customer / individual to the requesting 

entity and PID block hence created shall not be retained under any event and entity shall retain the 

parameters received in response from UIDAI; 

e) e-KYC information shall be stored in an encrypted form only. Such encryption shall match UIDAI 

encryption standards and follow the latest Industry best practice; 

f) Company has been classified as a Local AUA by UIDAI and does not store Aadhar numbers of the 

customers / individuals / residents to maintain their privacy and security; 

g) Company (if classified as Global AUAs and KUAs) shall, as mandated by law, encrypt and store 

the Aadhar numbers and any connected data only on the secure Aadhar Data Vault (ADV) in 

compliance to the Aadhar data vault circular issued by UIDAI; <Applicable to global AUAs> 

h) The keys used to digitally sign the authentication request and for encryption of Aadhar numbers in 

Data vault shall be stored only in HSMs in compliance to the HSM and Aadhar Data vault circulars; 

i) Company shall use only Standardisation Testing and Quality Certification (STQC) / UIDAI  

certified biometric devices for Aadhar authentication (if biometric authentication is used); 

j) All applications used for Aadhar authentication or e-KYC shall be tested for compliance to Aadhar 

Act 2016 before being deployed in production and after every change that impacts the processing 

of Identity information; The applications shall be audited on an annual basis by information systems 

auditor(s) certified by STQC, CERT-IN or any other UIDAI recognized body; 

k) In the event of an identity information breach, the organisation shall notify UIDAI of the following: 

i. A description and the consequences of the breach; 

ii. A description of the number of Aadhar number holders affected and the number of 

records affected; 

iii. The privacy officer’s contact details; 

iv. Measures taken to mitigate the identity information breach; 

l) Appropriate security and confidentiality obligations shall be implemented in the non-disclosure 

agreements (NDAs) with employees/contractual agencies /consultants/advisors and other personnel 

handling identity information; 

m) Only authorized individuals shall be allowed to access Authentication application, audit logs, 

authentication servers, application, source code, information security infrastructure. An access 

control list shall be maintained and regularly updated by organisation; 

n) Best practices in data privacy and data protection based on international Standards shall be adopted; 

o) The response received from CIDR in the form of authentication transaction logs shall be stored with 

following details: 
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i. The Aadhar number against which authentication is sought. In case of Local AUAs where 

Aadhar number is not returned by UIDAI and storage is not permitted, respective UID token 

shall be stored in place of Aadhar number; 

ii. Specified parameters received as authentication response; 

iii. The record of disclosure of information to the Aadhar number holder at the time of 

authentication; and 

iv. Record of consent of the Aadhar number holder for authentication but shall not, in any event, 

retain the PID information. 

p) An Information Security policy in-line with ISO27001 standard, UIDAI specific Information 

Security policy and Aadhar Act 2016 shall be formulated to ensure Security of Identity information. 

q) Aadhar numbers shall only be stored in Aadhar Data vault as per the specifications provided by 

UIDAI. 

 

9) Rights of the Aadhar Number Holder 

a) The Aadhar number holder has the right to obtain and request update of identity information stored 

with the organisation, including Authentication logs. The collection of core biometric information, 

storage and further sharing is protected by Section 29 of the Aadhar Act 2016, hence the Aadhar 

number holder cannot request for the core biometric information. 

b) Company shall provide a process for the Aadhar number holder to view their identity information 

stored and request subsequent updation after authenticating the identity of the Aadhar number holder. 

In case the update is required from UIDAI, same shall be informed to the Aadhar number holder. 

c) The Aadhar number holder may, at any time, revoke consent given to Company for storing his e- 

KYC data, and upon such revocation, Company shall delete the e-KYC data in a verifiable manner 

and provide an acknowledgement of the same to the Aadhar number holder. 

d) The Aadhar number holder has the right to lodge a complaint with the privacy officer who is 

responsible for monitoring of the identity information processing activities so that the processing is 

not in contravention of the law; 

10) Aadhar Number Holder Access request 

a) A process shall be formulated to handle the queries and process the exercise of rights of Aadhar 

number holders with respect to their identity information / personal data. As part of the process it 

shall be mandatory to authenticate the identity of the Aadhar number holder before providing access 

to any identity information. 

b) All requests from the Aadhar number holder shall be formally recorded and responded to within a 
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reasonable period. 

c) Compliance to the relevant data protection / privacy law (s) shall be ensured. 

11) Privacy by Design 

a) Processes shall be established to embed privacy aspects at the design stage of any new systems, 

products, processes and technologies involving data processing of identity information of Aadhar 

number holders; 

b) Company in possession of the Aadhar number of Aadhar number holders, shall not make public 

any database or records of the Aadhar numbers unless the Aadhar numbers have been redacted or 

blacked out through appropriate means, both in print and in electronic form; 

c) Before going live with any new process that involves processing of identity information, the 

organisation shall ensure that Disclosure of information / Privacy notice in compliance to the 

Aadhar Act 2016 is provided to the resident / customer / individual and that consent is taken and 

recorded in compliance to Aadhar Act 2016. 

d) Quarterly self-assessments shall be conducted to ensure compliance to disclosure of information 

and consent requirements 

e) Privacy enhancing organizational and technical measures like anonymization, de-identification and 

minimization shall be implemented to make the collection of identity information adequate, 

relevant, and limited to the purpose of processing. 

f) Compliance to the relevant data protection / privacy law (s) shall be ensured. 

12) Governance and Accountability Obligations 

a) A Privacy committee shall be established to provide strategic direction on Privacy matters 

b) A person (Privacy Officer) responsible for developing, implementing, maintaining and monitoring 

the comprehensive, organization-wide governance and accountability shall be designated to ensure 

compliance with the applicable laws. 

c) The name of the Privacy Officer and contact details shall be made available to UIDAI and other 

external agencies through appropriate channel; 

d) The Privacy Officer shall be responsible to assess privacy risks of processing Identity information 

/ personal data and mitigate the risks; 

e) The Privacy Officer shall be independent and shall be involved in all the issues relating to 

processing of identity information; 

f) The Privacy Officer shall be an expert in data protection and privacy legislations, regulations and 
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best practices; 

g) The Privacy Officer shall advise the top management on the privacy obligations; 

h) The Privacy Officer shall advise on high-risk processing and the requirement of data privacy impact 

assessments; 

i) The Privacy Officer shall act as a point of contact for UIDAI for coordination and implementation 

of privacy practices and other external agencies for any queries; 

j) The Privacy Officer shall be responsible for managing privacy incidents and responding to the 

same; 

k) The Privacy Officer shall also be responsible for putting in place measures to create awareness and 

training of staff involved in processing identity information, about the legal consequences of data 

breach to the reputation of the organization; 

l) Privacy officer shall ensure that the Authentication operations, systems and applications are audited 

by CERT-IN (Indian Computer Emergency Response Team), Standardization Testing and Quality 

Certification (STQC) empaneled auditors or any other UIDAI recognized body atleast on an annual 

basis; 

m) Privacy officer shall conduct internal audits through Data Privacy Officer Office (through Infosec 

team) on a quarterly basis and monitor compliance through these audits against Aadhar Act 2016; 

n) Privacy officer shall ensure that the front-end operators interacting with Aadhar number holders 

are trained on a periodic basis to ensure they communicate the disclosure of information to the 

Aadhar number holder, take consent appropriately after showing the screen to the Aadhar number 

holder and ensure Security of identity information. Such trainings shall be documented for audit 

purposes; 

o) Aadhar specific trainings to developers, systems admins and other users shall be provided to ensure 

they are aware of the obligations for their respective roles; Completion of such trainings shall be 

documented; 

p) Privacy officer shall be responsible to formally communicate this policy to all stakeholders and 

staff who need to comply with this policy; Any changes to the policy shall be communicated 

immediately; 

q) Privacy Officer shall facilitate formal Privacy performance reviews with the relevant stakeholders 

/ Privacy Committee and suggest improvements. The reviews shall consider the results of various 

audits, privacy incidents, privacy initiatives, UIDAI requirements etc. 

13) Transfer of Identity information outside India is prohibited 

a) Identity information shall not be hosted or transferred outside the territory of India in compliance to 
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the Aadhar Act and its Regulations. 

14) Grievance Redressal Mechanism 

a) Aadhar number holders with grievances about the processing can contact the organisation’s Privacy 

Officer via multiple channels like on the website, through phone, SMS, mobile application etc. 

b) Reasonable measures shall be taken to inform the residents / customers / individuals about the 

Privacy Officer and its contact details; 

c) The contact details of Privacy Officer and the format for filing the complaint shall be displayed on 

the organisations’ website and other such mediums that are commonly used for interaction with the 

residents / customers / individuals; 

d) Where the medium of interaction is not electronic (such as physical), Poster / Notice board that is 

prominently visible shall be used to display the name of Privacy officer and contact details; 

e) If any issue is not resolved through consultation with the management of the Company, Aadhar 

number holders can seek redressal by way of mechanisms as specified in Section 33B of the Aadhar 

Act, 2016. 

15) Responsibility for implementation and enforcement of the policy 

a) The overall responsibility of monitoring and enforcement of this policy through various 

mechanisms such as Audits etc. shall be with Chief Information Security Officer 

b) Responsibility of the implementation of controls of this policy shall be with Chief Information 

Security Officer 

c) Responsibility of review of Disclosure of information notice, consent clause, method of consent, 

logging of consent etc. shall be with Legal Head. 

16) Relevant Provisions of Aadhar Act and Supreme court judgement 

a) Following relevant documents shall be referred to for ensuring compliance to the Aadhar 

requirements: 

i. Judgement of Honorable Supreme court dated September 2018 

ii. Aadhar Act 2016 

iii. Aadhar and Other Laws (Amendment) Act 2019 

iv. Aadhar (Authentication) Regulations 2016 

v. Aadhar (Data Security) Regulations 2016 

vi. Aadhar (Sharing of Information) Regulations 2016 

vii. Any other Regulations or notices or Circulars issued by UIDAI from time to time 
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17) Contact Details 

• Name of Privacy Officer: Mr. Mohd Imran 

• Phone: 022 62125520 

• Email: mohdimran@ltfs.com 
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